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1. Overall Description:

SA3 would like to answer as below:
Q1. Need clarity on the “Version” information element. What is the purpose of this version? Is it used to identify a key version or a message version for the reference point?
SA3 Answer: The version in Key request message refers to version of message sent to that particular key management server in SEAL.

Q2. On ClientID that maps to the VAL client, there is no explicit requirement in TS 23.434 requiring a VAL server to support VAL client id. Is ClientID needed only for KM-UU? Or it is also applicable for KM-S reference point? 

SA3 Answer: The VAL client is issued with a ClientID, which represents that the client’s registration with the authorization server successfully. It references to both KM-UU and KM-S.
Q3. Except for identifying the late requests and responses, is there any other requirement of date/time in the KM request and the corresponding KM request response? 

SA3 Answer: Date/time is only to check whether the request is sent by client is received within recent time window.
Q4. As per SEAL KM request procedure, the KMS shall verify the SKMSUri is the SKM-S URI of the target SEAL KMS. It is not clear if the SKMSUri is the URI where the key information are stored or it is a URI on the target KMS that the receiving KMS needs to further use/contact the target KMS via SEAL-E reference point by using the SkmsURI?

SA3 Answer: The SKMSUri in SEAL provides same purpose as in MC specification TS 33.180 for identification of vertical security domains. Situations where security domain is required are as follows: 

1. The Group Management Server requires knowledge of the security domain of each member of the group.
2. Group members require knowledge of the security domain of the group management server.
3. All VAL users/VAL clients require knowledge of the security domain of the VAL Server(s)/ SEAL Server to which they connect. 
In most cases, the required security domain will be the Home security domain, meaning that the required SKMSUri will be the user's Home SKMSUri. Keeping record of security domain is only required or most necessary where the SKMSUri is not the Home SKMSUri.
Q5. In SEAL KM response message, why is “Payload” optional and what is the meaning of “if the request does not require a payload” in its description? Are these to indicate there is no provisioned key material specific to the VAL service, VAL user/ue/client in the SEAL KM request? If so, what is the expected behavior for the VAL server, VAL user/ue/client after receiving the response without key?

SA3 Answer: The key material contents or the payload are defined by the underlying VAL service or application and are outside the scope of SEAL specification TS 33.434. Its presence, response or behaviour depends on the VAL service or application and should be defined by the particular vertical specification.
2. Actions:

To CT WG3 group: 

ACTION: 
SA3 kindly asks CT3 to take the above answers into consideration.
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